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BIND 8.2 blurb, 1999.03:
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"his sounds simple but it has
deep reaching consequences

iIn both the protocol and the
implementation—which is why it's
taken more than a year to choose
a security model and design a
solution. We expect it to be
another year before DNSSEC is
in wide use on the leading edge,
and at least a year after that
before its use is commonplace on
the Internet.
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We are still doing basic research
on what kind of data model will
work for DNS security. After
three or four times of saying
"‘NOW we've got it, THIS
TIME for sure” there's finally

some humility in the picture
... 'Wonder if THIS'Il work?"

It's impossible to know how many
more flag days we'll have before
it's safe to burn ROMs . . . It
sure isn't plain old SIG+KEY,
and it sure isn't DS as currently

specified. When will it be? We
don't know. ...

2535 Is already dead and buried.
here is no installed base. We're
starting from scratch.
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BIND 9.3 will ship with DNSSEC
support turned off by default in

the configuration file.
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direct support to users of BIND
through the sale of annual support
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dollars of U.S. government grants
(e.g., DISA to BIND company;
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Software Corporation),
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Surveys by DNSSEC developers,
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to sign each DNS record once.
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Why is nobody using DNSSEC?

Some of the Internet’'s DNS
servers are extremely busy: e.g.,
the root servers, the .com servers,

the google.com servers.

DNSSEC tries to minimize
server-side costs by precomputing
signatures of DNS records.

Signature is computed once;

saved; sent to many clients.
Hopefully the server can afford
to sign each DNS record once.

Clients don’t share the work
of verifying a signature.

DNSSEC tries to reduce
client-side costs through

choice of crypto primitive.

DNSSEC RFCs

say DSA is “10 to 40 times as
slow for verification” as RSA:;
recommend RSA “as the
preferred algorithm” for DNSSEC;
suggest RSA key size

of only 1024 bits

for “leaf nodes in the DNS.”
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DNSSEC tries to reduce
client-side costs through

choice of crypto primitive.

DNSSEC RFCs

say DSA is “10 to 40 times as
slow for verification” as RSA:;:
recommend RSA “as the
preferred algorithm” for DNSSEC;
suggest RSA key size

of only 1024 bits

for “leaf nodes in the DNS.”

| say:
1024-bit RSA is irresponsible.

2003: Shamir—Tromer et al.
concluded that 1024-bit RSA
was already breakable by
large companies and botnets.

2003: RSA Laboratories
recommended a transition to
2048-bit keys “over the remainder

of this decade.” 2007: NIST
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Clients don’t share the work
of verifying a signature.

DNSSEC tries to reduce
client-side costs through

choice of crypto primitive.

DNSSEC RFCs

say DSA is “10 to 40 times as
slow for verification” as RSA:;:
recommend RSA “as the
preferred algorithm” for DNSSEC;
suggest RSA key size

of only 1024 bits

for “leaf nodes in the DNS.”

| say:
1024-bit RSA is irresponsible.

2003: Shamir—Tromer et al.
concluded that 1024-bit RSA
was already breakable by
large companies and botnets.

2003: RSA Laboratories
recommended a transition to
2048-bit keys “over the remainder

of this decade.” 2007: NIST
made the same recommendation.

But most users don’t know this.
Why aren’t they using DNSSEC?
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for the tool programmers.
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can produce 10GB database
(2005 NIST study).

Tool reading database into RAM
probably has to be reengineered.
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few database-management tools

have added DNSSEC support.

Administrator has to manually
mix existing management tools
with separate signature generation
for every change to DNS data.
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Whenever a tool adds or changes
a DNS record, also has to
precompute and store a DNSSEC
signature for the new record.

Often considerable effort
for the tool programmers.

Example: Signing 2GB database
can produce 10GB database
(2005 NIST study).

Tool reading database into RAM
probably has to be reengineered.

Because of engineering costs
and redeployment costs, very
few database-management tools

have added DNSSEC support.

Administrator has to manually
mix existing management tools
with separate signature generation
for every change to DNS data.

2008 slideshow “DNSSEC in six
minutes” (79 pages): “Any time
you modify a zone ... you must

re-run dnssec—-signzone."
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and redeployment costs, very

few database-management tools
have added DNSSEC support.

Administrator has to manually
mix existing management tools
with separate signature generation
for every change to DNS data.
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you modify a zone ... you must

re-run dnssec—-signzone."
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RFC 4033: “DNSSEC
provides no protection
against denial of service attacks.”
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DNS cache needs new software
to fetch keys, fetch signatures,
and verify signatures.

Often many more packets
than original DNS.
Higher latency for user.
More frequent failures.

Also, much easier for

attacker to deny service.

Official DNSSEC response,
RFC 4033: “DNSSEC
provides no protection

against denial of service attacks.”

Replay attack on DNSSEC
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lsec.be changes location,
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changes DNS records.



DNS cache needs new software
to fetch keys, fetch signatures,
and verify signatures.

Often many more packets
than original DNS.
Higher latency for user.
More frequent failures.

Also, much easier for

attacker to deny service.
Official DNSSEC response,

RFC 4033: “DNSSEC
provides no protection

against denial of service attacks.”

Replay attack on DNSSEC:

Attacker inspects DNSSEC
signatures from lsec.Dbe.

lsec.be changes location,

acquires new |P addresses,

changes DNS records.



DNS cache needs new software Replay attack on DNSSEC:

to fetch keys, fetch signatures, Attacker inspects DNSSEC

and verify signatures. .
Y S8 signatures from lsec.be.

Often many more packets
than original DNS.
Higher latency for user.

lsec.be changes location,

acquires new |P addresses,

| changes DNS records.
More frequent failures.

| Attacker buys the old addresses,
Also, much easier for

forges DNS responses
with the old DNS records

and the old signatures.

attacker to deny service.

Official DNSSEC response,

RFC 4033: “DNSSEC
provides no protection

Successfully steals maill

against denial of service attacks.”




ache needs new software
h keys, fetch signatures,
rify signatures.

many more packets
iginal DNS.
latency for user.
requent failures.

1uch easier for

r to deny service.
DNSSEC response,

)33: “DNSSEC
S no protection

- denial of service attacks.”

Replay attack on DNSSEC:

Attacker inspects DNSSEC
signatures from lsec.Dbe.

lsec.be changes location,

acq
cha

uires new |P addresses,

nges DNS records.

Attacker buys the old addresses,

forges DNS responses

wit

ith the old DNS records

daNnd

the old signatures.

Successfully steals maill

DNSSE
Signatl
normal

Not ve

replay
for up



5 new software
ch signatures,
ures.

> packets
S.
r user.

lures.

r for

service.
response,

SSEC

ction

service attacks.”

Replay attack on DNSSEC:

Attacker inspects DNSSEC
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Attacker inspects DNSSEC
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DNSSEC has a partial defense.
Signature has an expiration date,
normally signing date + 30 days.

Not very good security:
replay attack continues to work
for up to 30 days!

Also a major administrative
hassle: administrator must
generate new signatures
before old signatures expire.

If administrator forgets,

domain is destroyed.
"DNSSEC suicide.”
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DNSSEC has a partial defense.
Signature has an expiration date,
normally signing date + 30 days.

Not very good security:
replay attack continues to work
for up to 30 days!

Also a major administrative
hassle: administrator must
generate new signatures
before old signatures expire.

If administrator forgets,

domain is destroyed.
"DNSSEC suicide.”

Imagine an "HTTPSEC"
that works like DNSSEC.

Installing HT TPSEC software
and setting up a public key
s just the beginning.

After every change to web pages,
have to run httpsec-signpages
to precompute new signatures.

Replay attacks work for 30 days.

Have to run httpsec-signpages
before 30-day expiration or your
web pages are destroyed.
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Imagine an "HTTPSEC"
that works like DNSSEC.
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